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DETAILED ACTION 

1. Claims 1-22 have been examined. 

Specification 

2. The disclosure is objected because of the following informalities: 

• On page 1, line 10-12, Patent application 60/235,190 is 
recited as filed "on September 20, 2000 w , It should be corrected as 
filed "on September 25, 2000". 

• On page 8, line 9, "system memory 310", should have 
been "system memory 312". 

• On page 9, line 2, "system memory 310", should have 
been "system memory 312". 

• On page 9, line 28, "system memory 310", should have 
been "system memory 312". 

• On page 11, line 2, "The process 800", should have been 
"the process 700". 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 



3. 



The following is a quotation of the second paragraph of 35 U.S.C. 112: 
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The specification shall conclude with one or more claims particularly pointing out 
and distinctly claiming the subject matter which the applicant regards as his 
invention. 



4. Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. Claim 1 recites the term "substantially". It is 
not only vague but also ambiguous. Applicant did not define the term 
"substantially" explicitly. It has not been considered when this is case is 
examined. 

5. Claim 3 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. Claim 3 recites the storage unit is in 
"temporal proximity" to the encryption accelerator. It does not have a clear and 
well defined meaning. It has not been considered in the examination procedure. 

6. Claim 11 is rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. Claim 1 1 recites the term 
"efficient". It is not only vague but also ambiguous. Applicant did not define the 
term "efficient" explicitly. It has not been considered when this is case is 
examined. 

7. Claim 12 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 

for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. Claim 12 is written to depend on itself. It 
has to be corrected. For the purpose of examination claim 12 is assumed to 
depend on claim 1 1 . 
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8. Claim 22 is rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. Claim 22 recites a 
grammatically incorrect limitation which is written as "one of the network of 
computing devices". It should have been written and be corrected as "one of the 
computing devices of the network" so that the subject matter of the claim is 
clear and non ambiguous. 

9. Claims 2-9 and 12-22 depend from the rejected claims 1 and 11 respectively, 
and include all the limitations of the respective claims, thereby rendering those 
dependent claims indefinite. 



Claim Rejections - 35 USC §102 

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date 
of application for patent in the United States. 

1 1 . Claims 1-3 and 9-10 are rejected under 35 U.S.C. 102(b) as being anticipated 

by Johns- Vano (hereinafter refereed as "Vano) (European Patent Publication No. 
"EP 0895164")(Publication date Feb 03, 1999) (Provided by the applicant and 
included in the applicant IDS) 
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12. As per claim 1 V ano discloses a system for encrypting and decrypting data 
formed of a number of bytes using an encryption algorithm, [figure 1, ref. Num 
"100" or "Cryptographic Engine"; "Abstract"; -column 7, lines 22-29] 

comprising: 

• A system bus; [Figure 1, ref. Num "510" "Out Put bus"; column 4, lines 
1-4] 

• An encryption accelerator arranged to execute the encryption algorithm 
coupled to the system bus; [Figure 1, ref. Num "550"; figure 1; column 4, 
lines 1-4; column 8, lines 20-24] (An encryption accelerator met to be 
"Cryptographic co-processor" shown on figure 1, ref. Num "550") 

• A system memory [Figure 1, ref. Num "200" or ref. Num 
"202"];(Microcode memory shown on figure 1, ref. Num "200" and "202" 
is met "a system memory) coupled to the system bus arranged to store a 
secret key array associated with the data; [Column 4, lines 29-35; and 
column 8, lines 20-25] (As explained on column 4, lines 29-35 a channel 
program is loaded into the microcode memory and on column 8, lines 20- 
24, it has been explained that a channel variable program can contain 
cryptographic encryption key") and 

• A central processing unit (Figure 1, ref. Num "502"; ) (ALU is inherently 
an indication of the CPU since arithmetic logic unit, is the part of a computer 
that performs all arithmetic computations, such as addition and multiplication, 
and all comparison operations. The ALU is one component of the CPU (central 
processing unit) coupled to the system bus (Figure 1) 



Application/Control Number: 09/916,557 
Art Unit: 2132 



Page 6 



13. As per claim 2 V ano discloses a system for encrypting and decrypting data as 
applied to claim 1 above. Furthemore Vano discloses the system wherein the 
encryption accelerator includes a state memory [Figure 1, reference "554"or 
"State register"] that includes a plurality of state memory values each of which is 
associated with a particular state memory location. [Column 6, lines 19-23] 

14. As per claim 3 V ano discloses a system for encrypting and decrypting data as 
applied to claim 1 above. Furthemore Vano discloses the system further 
comprising: a storage unit arranged to store at least a portion of the data to be 
encrypted [Figure 1, reference "564", date in register "564"; column 6, lines 44- 
47] 

15. As per claim 9-10 V ano discloses a system for encrypting and decrypting data 
as applied to claim 1 above. Furthemore Vano discloses the system further 
comprising an external memory [figure 1, reference "12"] coupled to the state 
memory arranged to store selected state memory values. [As explained in claim 
1, about "channel program" see column 4, lines 29-33] 



Claim Rejections - 35 USC §103 



16. ■ The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 
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17. Claims 4-8 and 11-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over by Johns-Vano (hereinafter refereed as "Vano) (European 
Patent Publication No. "EP 0895164")(Publication date Feb 03, 1999) in view of a 
book by Bruce Schneier: Title "Applied Cryptography" " Chapter 17, "Other 
Stream Ciphers and Real Random-Sequence Generation" (hereinafter refereed as 
Schneier) (Pages 397-398)(both the references are submitted by the applicant 
and are included in the applicant IDS) 

18. As per claim 11.13-14. 21-22 V ano discloses 

• An encryption accelerator [Figure 1, ref. Num "550"] (An 

encryption accelerator met to be "Cryptographic co-processor" shown on 
figure 1, ref. Num "550") comprising: 

• A combinational logic block arranged to perform a pre-determined 
logic operation on selected input values; [Figure 1, ref. Num "576" and 
column 6, lines 50-55) ("As explained on column 6, lines 50-55 a 
Permuter shown on figure 1, ref. Num "576" performs cryptographic 
operations as explained on column 6, lines 50-55) 

• A state memory array[Figure 1, ref. Num "554" or "State Register"] 
arranged to store a plurality of state memory values; [Column 6, 
lines 19-22;] (state memory values is met "channel program 
states") 

• A state machine coupled to the state memory array that directs 
performance of encryption algorithm. [Figure 1, ref. Num "558", "control 
register"; column 6, lines 31-36] 
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• Performing a shuffling operations on the fly while 
concurrently retrieving a secret key associated with the 

data, [Column 6, lines 54-59; Column 6, lines 19-21; column 8, 
lines 20-24](Permuters select bits from state register as explained 
on column 6, lines 54-59 and the state register contains channel 
program as explained on column 6, lines 19-21 and the key is 
also contained in the channel program as explained on column 8, 
lines 20-24) 

• Byte-wise transferring the data to the 
combinational logic block as a first input value, and transferring 
a corresponding state memory value to the combinational logic as 
a second input value; logically operating on the first and the 
second input values by the combinational logic to form an 
encrypted data byte; [figure l](As shown on figure 1, it is implicit 
to transfer data from the data register "564" and the state register 
"554" to the permuter which is shown on figure 1, ref. Num "576") 
and 

• Outputting the encrypted data byte. [Figure 1, ref. Num 
"566", "data out register"] 

Vano does not explicitly disclose 

• Storing of an incrementing pattern in the state memory array 

• Wherein the shuffling operation includes moving each of the 
plurality of state memory values based upon the secret key, 

• Byte-wise transferring of data 
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However, in the same field of endeavor, Schneier discloses 

• Storing of an incrementing pattern in the state memory 
array [Page 397, lines 23] (filling the s-box linearly) 

• Wherein the shuffling operation includes moving each of 
the plurality of state memory values based upon the secret 
key. [Page 397, lines 23-page 398 line 3] 

• Byte-wise transferring of data [Page 397, lines 21-23](S- 
box-entries are exclusively OR'd byte-wise with plaintext) 

It would have been obvious to one having ordinary skill in the art, at the 
time the invention was made, to combine the features of the ARCFOUR 
or RC4 encryption algorithm per teachings of Schneier into the 
configurable cryptographic processing engine and method as taught by 
Vano in order to provide a faster encryption. (It is known that encryption 
is fast about 10 times faster than DES, see page 397, line 22) 



19. As per claim 4 and 12 Vano discloses 

• As many as two encryption algorithm may performed at the same 

time in the crytptographic engine, [see Abstract] 

Furthermore Vano discloses that symmetric cryptographic alogorithm 
can be used. [Column 6, lines 53-54] 



Application/Control Number: 09/916,557 Page 
Art Unit: 2132 

Vano does not explicitly discloses this particular the encryption 
algorithm is an ARCFOUR encryption algorithm. /even though RC4 is 
known symmetric block cipher algorithm. 

However, in the same field of endeavor, Schneier discloses 

The importance of RC4 algorithm and stating that encryption in RC4 is 
fast, about 10 times faster than DES.[Page 397, lines 22] 

It would have been obvious to one having ordinary skill in the art, at the 
time the invention was made, to combine the features of the ARCFOUR 
or RC4 encryption algorithm per teachings of Schneier into the 
configurable cryptographic processing engine and method as taught by 
Vano in order to provide a faster encryption. 

20. As per claim 5, the combination of Vano and Schneier discloses the system as 
applied to claim 4 above. Furthermore Schneier discloses the method wherein 
the system encrypts the data using the ARCFOUR algorithm by, initializing the 
state memory with an incrementing pattern,[Page 397, line 23](initializing the S- 
box and fill it linearly) and 

shuffling each of the plurality of state memory values from an original state 
memory location to a corresponding shuffled state memory location based upon 
the secret key array[Page 397, lines 24- page 398, line 3], 

21. As per claim 6. the combination of Vano and Schneier discloses the system as 
applied to claim 5 above. Furthermore Vano discloses the system wherein the shuffling 
operation comprises: transferring the secret key array and an associated message data 
length into the encryption accelerator by way of the system bus thereby preserving 
central processing unit resources. [Column 6, lines 44-47] 
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22. As per claim 7. the combination of Vano and Schneier discloses the system as 
applied to claim 6 above. Furthermore Schneier discloses the system wherein 
the shuffling is performed on the fly concurrently with the transferring. [Page 
397] (fly byte-wise operation is a known technique in block cipher) 

23. As per claim 8. the combinations of Vano and Schneier discloses the system as 
applied to claim 7 above. Furthermore Vano discloses the system further 
comprising: upon completion of the shuffling, the data (which is transferred 
from the register shown on figure 1, ref. "564"; column 6, lines 44-47] and 
Schneier discloses that the state memory that is exclusive OR'd with the byte of 
data to be encrypted. [Page 397, lines 21-23] 

24. As per claim 15-19. the combinations of Vano and Schneier discloses the 
system as applied to claim 1 above. Furthermore Vano discloses an input latch 
and output latchs of the encryption acceleration, [figure 1; Column 6, lines 44- 
46] (data in register shown on figure 1, ref. Num "564"and the data out register 
shown on figure 1, reference "566" are met to be as the input and output latches 
of the encryption accelerator. The microsequencer 302 of the CPU) loads data 
into and from the registers as shown on Column 6, lines 44-46) 

25. As per claim 20. the combinations of Vano and Schneier discloses the system 
as applied to claim 1 above. Furthermore Schneier discloses the system wherein the 
accelerator further includes a first index counter and a second index counter . [Page 
397, lines 14-page 398 line 10] 

Conclusion 

26. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. (See PTO-Form 892). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571-272- 
3806. The examiner can normally be reached on Monday-Friday (8:00 am— 4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on. The fax phone number for the 
organization where this application or proceeding is assigned is 571-272-3799. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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